End of Support Application Migration

How DayBlink Consulting eliminated security risks during a vendor

end-of-life transition

Introduction

A major telecom client faced a critical security
and business continuity challenge when it
discovered that its legacy inventory reporting
platform — supporting over 250 operational
reports — contained numerous exploitable
vulnerabilities. Initially, migrating from the
vendor's end-of-support system had been
deprioritized, but the security discoveries
made immediate replacement essential to
protect sensitive operational data. DayBlink
Consulting was engaged to design and build a
secure replacement solution that could
migrate these essential reporting capabilities
without business disruption. The technical

challenge extended beyond a simple
lift-and-shift migration, as there was little
institutional  knowledge of the legacy
application's architecture. Moreover, the
target platform's 24-hour data
synchronization cycle was insufficient for
real-time  reporting  requirements.  Our
solution featured a modular architecture
enabling direct connectivity to multiple
inventory databases, with administrative
capabilities to add new database endpoints
and execute sequenced queries for complex
data manipulation and reporting.
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Problem
Our client needed to quickly migrate critical reporting capabilities
to reduce unacceptable risk exposure

The organization's inventory reporting
platform had become a significant security
liability due to muiltiple critical vulnerabilities
that could not be addressed through normal
patching processes. The vendor's
end-of-support status meant that security
updates were no longer available, leaving the
system exposed to potential exploitation.
Internal security assessments classified the
platform as high-risk, requiring immediate
action to protect sensitive asset and
operational information.

Remediation through third-party security
vendors would have required extensive
custom development work at costs that far
exceeded budgets. The legacy application

architecture made it particularly difficult to
secure, with numerous integration points and
outdated frameworks that would need
complete rebuilds to address the identified
vulnerabilities.

An existing asset management platform
seemed like a natural replacement candidate
since users were already familiar with it to
perform related tasks. it collected asset
inventory data from various sources once per
day, requiring new integrations to make it
suitable for real-time reporting requirements.
Furthermore, there was an ongoing initiative
to modernize existing asset inventories,
necessitating the future ability to easily query
new databases.

Technical and Operational Challenges:

@ Irremediable Security Vulnerabilities: Multiple critical security flaws
with no vendor-provided patches or affordable remediation path

transaction volumes
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Real-time Data Requirements: Users required immediate access to
current inventory status, not data that was hours old

Varied Use Cases: Over 250 reports with varying data sources, query
patterns, and output formats

Database Integration Complexity: Reports needed to query multiple
live inventory databases with complex relationships and high

Future Migration Readiness: The organization was planning to

replace inventory systems, requiring architecture that could easily

adapt to new databases
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Solution
Our team desighed and built a new secure module with direct
database connectivity to provide real-time inventory reporting

Our solution extended the existing asset management platform with new functionality that could
access live inventory data directly from source systems. This approach preserved the familiar user
interface while delivering the real-time data access that operational teams required and
eliminating the security risks of the legacy platform.

Real-time Data Access

We designed a new set of APIs specifically designed to connect the asset management platform
with live inventory databases. Rather than relying on the platform's 24-hour synchronization cycle,
these services established direct connections to the source inventory systems, enabling real-time
guery execution and immediate data retrieval.

The microservices architecture included dedicated API endpoints for database connectivity, an
orchestration engine to handle complex inventory relationships, and multi-step query optimization
to improve performance for frequently accessed reports. This design maintained the responsive
user experience of the legacy system while providing enhanced security and modern architecture.

Modular Architecture

Understanding that the organization was planning future inventory system migrations, we built the
database integration layer to be easily expandable. The architecture allows new database
connections to be added through configuration changes rather than code modifications,
significantly reducing the effort required for future system integrations. This design pattern enabled
us to initially connect to the primary inventory databases while providing a clear path for

integrating additional systems later.
ARCHITECTURE DI

Ul Layer Admins create, test,
and modify report

descriptors via Ul Report
& < > Descriptor

Files are upserted to
datastore via pipeline

s,

ADMINS i
el D Asset Platform
Module
Document
Ul orchestrator is invoked by Database
Admins during testing as well

Stores report
descriptor files

as Users for report delivery; it

I_) executes query steps, stores
(J parameters, and
combines results Report

Orchestration Service
Asset Inventories

: Report service
- - retrieves descriptors @ @ @

@ from datastore & & & \

5 Le EEE

= Query : :

USERS Report Service _______________ P
Module

i uery service sends . ..
0 0 Q=i Contains live inventory

queries to s,oeCIf/_ed T A ————
inventory endpoints

—_ © DAYBLINK CONSULTING 2025 _\ DAYBU




Solution (continued)

Flexible Report Framework and Execution Engine

We defined reports that could handle the complexity of existing inventory reports while simplifying
ongoing maintenance. Report descriptors specify what data to retrieve, how to combine
information from multiple sources, and how to format the final output. This framework allows
administrators to create sophisticated reports that pull data from different databases and combine
it intelligently, all without requiring technical programming knowledge beyond SQL or another
query language.

The framework also allows user input through customizable forms, allowing reports to be tailored
based on specific parameters like team, location, time period, or equipment type. Users can select
their criteria through dropdown menus or input fields, and this information is automatically
injected into the database queries to filter results appropriately. This capability transforms generic
reports into personalized tools that deliver exactly the information each user needs for their specific
operational context.

The system can execute multi-step data retrieval processes, where information from one database
query informs the parameters for subsequent queries from other sources. This capability proved
essential for complex inventory reports that need to correlate data across multiple systems to
provide complete operational insights.
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Outcome

We eliminated critical security vulnerabilities while delivering
improved performance and enabling future system integrations

The migration successfully addressed the immediate security
concerns by completely replacing the vulnerable legacy
platform with modern, secure microservices. The new
architecture not only matched the functionality of the original
system but provided enhanced capabilities through real-time
data access and improved query performance.

The migration successfully resolved the security issues within
the required timeline, drastically reducing risk exposure. All
250+ operational reports were migrated with zero business
disruption, maintaining full functionality while users
transitioned to the new platform.

Performance improvements were immediately apparent, with
report generation times reduced by an average of 40%
compared to the legacy system. User adoption was seamless
due to the familiar interface of the existing platform.
Surprisingly, the new module'’s popularity led to an increase in
new report requests as users began adopting.

Beyond resolving the immediate security crisis, the new
architecture positioned the organization for smoother
transitions during their planned inventory system upgrades.
The modular architecture enables rapid integration of new
systems without disrupting existing workflows or requiring
extensive user retraining.

The microservices approach also improved system resilience,
with individual database connections isolated from each other
to prevent cascading failures. Enhanced monitoring and
logging capabilities provide better visibility into system
performance and user behavior, supporting more informed
decisions about future infrastructure investments.

40%
Reduction in Time to
Generate Reports

100%

Vulnerabilities
Eliminated

20%
Increase in New
Report Requests

Making the Case for Automation

We believe that automation can leverage legacy system migrations to build automated,
modular architectures that create lasting competitive advantages. The key is designing
replacement systems with automation and extensibility at their core, enabling
organizations to respond more quickly to future challenges while reducing manual

overhead and improving operational efficiency.
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