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M&A Risk Management for a Leading Digital 
Media Company
DayBlink Consulting translated divestiture contractual obligations 
into an actionable plan and executed the plan

Introduction
A leading digital media company decided 
to divest a subsidiary of its business in a 
$5 billion deal. In addition, within the 
subsidiary, legacy business units were 
being retained that had not been 
previously managed. Legal obligations 
dictated that our client continue to 
provide cybersecurity services to its 
former business units and continue to 
own the cybersecurity risk in its former 
business units, even though the business 
units separately had to manage their risk 
from a technical perspective.

We formed the program management 
team to help the client reduce risk, avoid 

unnecessary expenses, and translate 
contractual obligations into tactical 
operations and processes that the client 
should implement. The client’s 
cybersecurity team relied on DayBlink to 
manage relationships with the external 
engineering teams and deliver reporting 
metrics to both operational teams and 
executive stakeholders.

In addition, the client anticipated that it 
would have additional M&A activity in the 
future, and DayBlink’s team developed 
materials to enable successful future risk 
management.
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Problem 
A large divestiture raised potential cybersecurity risk but our 
client did not have direct access to manage the risk.

Our client engaged DayBlink to closely 
manage technical risk that was greatly 
increasing due to M&A activities in a $5B 
deal. Our client’s employees had to work 
on M&A activities outside of their daily job 
responsibilities and therefore did not 
have the required dedicated resources to 
manage the great financial risk from the 
divestiture. Legal requirements were 
broadly defined for the cybersecurity 
team’s security service delivery. However, 
these requirements had not been 
bridged to a tactical project plan., and 
requirements were not clearly 
communicated. Day one tasks and exit 
tasks the Governance, Risk, and 
Compliance department needed to 

oversee were not fully discovered and 
well-documented. In addition, our client 
was newly separating from some of its 
previous entities but was still required to 
own the risk while not being able to 
actively manage the risk. Shortly after the 
divestiture, lack of engagement from the 
external teams, both from the executive 
and operational teams, started to cause 
breaches in contract that could have 
severe legal and financial impacts to both 
companies.

Our Guiding Principles as we developed the engagement strategy:

2

Communications Enablement Day One and Exit Activities Support Consistent KPI Tracking

Enable straightforward communications with 
internal communications channels, each 

dedicated to a specific purpose with the right 
stakeholders. In addition, add external and 

internal-facing channels to simplify 
communication with external teams

Define highest priority activities and estimate 
level of effort required for teams to complete 
tasks. Accelerate urgent activity completion 

where needed, supporting both Day One and 
exit activities

Develop KPIs that track program 
improvements over time, allowing both 

operational teams and executive teams to 
isolate challenge areas and review program 

successes and challenges for future transaction 
learnings

Clearly Defined Risk Requirements Transparent Reporting Deliverables for Future M&A Activities

Ensure that legal requirements clearly translate 
into day-to-day risk management activities and 

processes. Collaborate with both executive 
stakeholders and tactical team members to 

ensure work aligns with vision

Deliver tailored reporting both upwards to 
stakeholders and downwards to operational 

teams to communicate current technical risk

Develop flexible deliverable templates to ensure 
that client program leads are enabled to 

execute the program effectively for all future 
M&A transactions

2 © DAYBLINK CONSULTING 20252
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Solution
Our team enabled risk management success through executive 
and operational engagement and consistent reporting.

At the beginning of program 
mobilization, we engaged stakeholders to 
collect qualitative data to discover where 
the program needed the most support. 
Initially, we collaborated with the client to 
solidify processes that were developed to 
better manage risk. This period was 
characterized by high turnover at our 
client, frequent contract analysis, and 
earning trust with client team members. 
We supported the team with building a 
Day One work-plan to ensure all activities 
were being completed as expected in a 
period of rapid organizational change. 

As we continued to manage the program, 
some work streams were more mature 
than our client had initially expected, 
while others needed more attention, to 
the extent that active contract breaches 
were occurring.

We determined the client needed 
additional support to build relationships 
with technical SMEs from the separating 
entities, as these SMEs had the visibility 
and resourcing to fix the sources of the 
contract breaches. Delivering the 
necessary information for remediating 
and managing the technical risk was 
crucial in ensuring the contract breaches 
did not need to be escalated with legal 
action. Processes were built in case 
escalation needed to be executed to 
ensure external teams were prioritizing 
risk management.

Consistent reporting to both executives 
and technical teams ensured leadership 
was aligned with our management 
decisions and external teams had the 
information to know where to focus and 
prioritize their efforts.

© DAYBLINK CONSULTING 20253

We provided project acceleration services through upfront program planning and 
daily project execution support with internal security teams. In addition, we 
presented monthly and weekly reporting to internal and external stakeholders. 

Executive Reporting
Internal Only

Monthly steering committee 
review, weekly executive 
reporting, security team 

weekly sync

Executive Reporting
Internal & External

Executive risk reporting 
spreadsheet, weekly security and 
compliance report, breakdown of 

overdue security bugs

Compliance Dashboards
Internal Only

Security bug risk management 
dashboard, security bug burn up 

chart, security bug central 
reporting dashboard  
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Outcome 
We achieved over 90% security procedure 
adherence for external assets without 
direct control or authority.

After executing processes for escalation, consistently 
reporting status and metrics, and managing day to day 
operations, compliance ultimately increased by at least 
50% and overall compliance improved to 90%+. Both 
companies involved were able to achieve cost 
avoidance by preventing legal action through better 
compliance. Improved reporting models and metrics to 
track open security vulnerabilities, program risks and 
issues, and high priority action items also ensured that 
executives had the ability to raise concerns early and 
ensure they were aligned with the program’s status. In 
addition, after the program was mostly completed, 
team members within our client’s cybersecurity 
department were trained on using reporting tools so 
that they could enable better risk management for 
future M&A activities that they anticipated would occur 
at the company in the future.

4

500+
Vulnerabilities tracked 

and remediated

100+
Compliance reports 

generated
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WASHINGTON D.C. 
(Headquarters)

8609 Westwood Center Dr., Suite 110, 
Tysons Corner, VA 22182

CONTACT US

www.dayblinkconsulting.com
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Christa Zubic, Senior Consultant
christa.zubic@dayblinkconsulting.com


