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Introduction
A Media & Communications client faced a 
daunting challenge: scaling its threat 
modeling efforts to keep up with rapid 
product development. It needed a 
solution that would allow thorough 
security reviews without delaying product 
launches. The DayBlink Consulting team 
managed the budgeting, planning, 
design, integration, implementation and 
operationalization of an automated threat 
modeling program. Working 

closely with the technology solution 
provider, we enabled the client to 
dramatically increase the volume of 
threat models completed annually. This 
new system allowed for recurring threat 
models to run automatically and security 
findings to be auto-assigned to app 
owners, while maintaining the same 
headcount of threat modeling security 
analysts.

1

Automated Threat Modeling
DayBlink Consulting implemented an automated threat modeling 
solution for consumer facing applications for a large Media company.
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2

Problem 
The client’s security team lacked an efficient process to establish 
threat models due to personnel constraints. 

The client's security team was stretched 
thin, lacking the personnel needed to 
conduct threat models for all products 
across the enterprise. This shortage often 
resulted in products being launched 
without thorough security reviews, 
leaving potential vulnerabilities 
unaddressed. The long wait times for 
threat modeling led to delays in product 
releases, causing frustration among 
application teams who saw security as a 
blocker rather than a partner. 

Furthermore, the comprehensiveness of 
security reviews varied, leading to 
inconsistent threat modeling 
assessments.

The manual process to complete threat 
models was inefficient and inflexible. This 
process significantly strained resources 
and prevented the team from completing 
its target number of threat models each 
year.

2 © DAYBLINK CONSULTING 20242

The Client’s manual process made completing threat models 
of hundreds of crown jewel and critical system components 

nearly impossible 

2222 © DAYBLINK CONSULTING 20242

Painful Intake Process: Application teams spent hours to complete each 
form that was required to request a security review 

Inflexible Process: All threat models required long cycle time from 
Security and Application teams without considering the product’s risk; no 
ability to “fast-track” reviews

No Centralized Repository: Threat model results were not consistently 
stored, making it difficult to understand a product’s history and produce 
metrics on threat modeling

Manually Produced Results: Security engineers spent hours drafting 
threat modeling reports and generating Jira tickets to track results 
making the process inconsistent and error prone

Lack of Notifications: Both Security and Product teams were often 
unaware that in-process threat models required them to take action
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3

Solution
Our team successfully developed an automated threat modeling 
solution by creating a robust full-stack application that 
transformed survey form responses into actionable tasks.

DayBlink Consulting transformed our 
client’s threat modeling program by 
leading the development of a full stack 
application that automatically converted 
survey form responses into Jira tasks. The 
solution enabled identification and 
remediation of threats prior to application 
launches, significantly reducing manual 
processes and ensuring product launch 
readiness.

To ensure the project’s success, we led a 
program management effort that 
included, crafting a program charter, 
detailed plan, timeline and governance 
structure.

The team then designed future-state 
automated processes and workflows, 
along with the logical and physical 
architectures. We managed both vendor 
deployment and custom development to 
integrate a SaaS tool into the holistic 
solution.

We drafted an operations model for 
continuous improvement and created 
over 30 dashboards, runbooks,and 
process documents to guide the 
solution’s operationalization. This model  
provided a clear framework for ongoing 
maintenance and optimization.
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DayBlink Consulting developed an automated solution that 
provided security findings to Application teams on demand

Security PMO

Automated
Threat Modeling
Platform

Threat Model 
Intake Infrastructure

IV.
Security 

Request Form

I.
SDE UI

II.
SDE API

VIII.
Custom Threat 
Modeling API

IX.
AWS S3 
Bucket

X.
AWS Cloud 
Formation

VI.
Jira Project

(RISKS)

V.
Jira Project 

(ADMIN)

THREAT 
MODELING ADMIN

THREAT MODEL 
SMEs

APPLICATION 
TEAM

VII.
Reporting 

BI Dashboard

E. Inventory of 
application 
components and all 
threat modeling 
metadata was 
stored in a secured 
S3 bucket

D. All results from the TM platform were 
published to a BI Reporting Layer for use in 
reporting and dashboarding

C. The secured API was 
setup for both threat 
modeling admin and 
execution to be able to 
trigger assessments and 
share results

A. Threat Model SMEs and application owners 
accessed all Threat Modeling materials and 
processes via a clean system UI, no more ad-hoc 
emails and communications

B. Direct connectors 
were built to populate 
templatized Jira Tickets 
for action and risk 
tracking

III.
SDE 

Cloud Storage
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4

Making the Case for Automated Threat Modeling
Designing and implementing an automated threat modeling solution reduces manual, 
time-intensive tasks by streamlining the identification and assignment of security risks across 
systems prior to product launches. DayBlink Consulting’s expertise, proven methodologies and 
strategic guidance maximize the effectiveness of these types of initiatives.

 

Outcome 
Security teams were able to complete 10x 
more threat models per year without 
increasing headcount

In the first year, the security teams were able to review 
over 100 applications, including all critical and high-risk 
systems, more than tripling velocity. The total cycle time 
for completing a threat model, involving both security 
and product engineers, was nearly halved. This efficiency 
not only sped up product development but also received 
positive feedback from the product teams for its ease of 
use and user-friendly experience. The volume and 
consistency of vulnerability findings increased, and the 
distribution and communication of findings to the 
respective owners improved, enhancing the overall 
security posture of the organization.

The client also saw a reduction cost of each threat model 
by more than 80% due to reduced overhead and time 
spent in administrative activities (e.g. scheduling, 
meetings, document share). Annual capacity increased to 
cover nearly 1000 components annually allowing for all 
~250 crown jewels systems and more than 700 priority 
components to be evaluated regularly.

100+
More security reviews 

completed yearly

80%
Reduction in cost of 
each threat model

50%
Reduction in time to 

complete a threat model

1000
Components able to be 

evaluated each Year
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WASHINGTON D.C. 
(Headquarters)

8609 Westwood Center Dr., Suite 110, 
Tysons Corner, VA 22182

CONTACT US

www.dayblinkconsulting.com
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Jacob Rosner, Manager
jacob.rosner@dayblinkconsulting.com

● Author name, title and email


